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1 Introduction 

During adversary monitoring activities, the Atos Threat Research Center (TRC) identified an 

Internet-accessible server linked to an operator associated with the INC Ransomware 

ecosystem. A misconfigured HTTP service exposed a collection of command-and-control 

components, persistence and delivery scripts, tunneling utilities, data exfiltration tools, proof-

of-compromise packages, victim management records, operational notes, and the Phantom 

AI-assisted offensive platform. 

TRC collected evidence of active campaigns, operational logs, tooling, and details of the 

group's techniques, tactics, and procedures. Within Phantom platform, OpenCode functioned 

as the operator interface, while WormGPT provided the AI assistant, persona, and operational 

guidance. 

 

Figure 1 Example record from remote_full_export.json related to impacted company. 
 The presentation layer is an app coded just for purpose of navigating through the json. 

The exposed data provides insight into the operations behind a ransomware group, 

including reconnaissance, data theft, victim tracking, and ransom negotiations. 

The environment also contained victim data from organizations across multiple sectors. This 

reflects a growing trend in ransomware operations, where threat actors focus on data 

exfiltration and extortion rather than file encryption. 

Atos TRC contacted all victim organizations that could be reliably identified and independently 

confirmed from the recovered data. Notifications were provided to support incident response 

activities and to verify the accuracy of information contained within the exposed records. 
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Figure 2 Example record from remote_full_export.json related to Knowledge Base. 
The presentation layer is an app coded just for purpose of navigating through that data. 

The strongest evidence is not a single file. It is the convergence of three independent 

artifact classes: 

1. A 1,882-record operational knowledge export documents targets, access, techniques, 

infrastructure decisions, ransomware workflows, and negotiations.  

2. The exposed filesystem contains source code, compiled payloads, C2 configurations, 

exfiltration launchers, proof-pack builders, and sensitive datasets that align with those records.  

3. HTTP access logs show successful retrieval of operational source trees, exports, victim 

data, executables, and cryptographic material from the exposed service. 

TRC attributes this infrastructure to the INC Ransomware operation with high confidence. 

Multiple victim organizations identified within the exposed data appeared on the INC 

Ransomware leak site in recent weeks, either as disclosed victims or as organizations listed 

for extortion. While the environment does not contain evidence linking every file or activity 

directly to the core INC team, the available evidence strongly indicates the server was 

operated by an INC-affiliated threat actor supporting INC ransomware operations. 
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1.1 Highlights 

• The exposed host was an operational staging and knowledge 

environment, not a simple malware repository. It combined live tooling, 

source code, builds, C2 material, target records, victim data, and operator 

guidance.  

• The material supports a full intrusion-to-extortion workflow. 

Reconnaissance and post-exploitation artifacts sit beside data-exfiltration scripts, 

proof builders, victim valuation, negotiation plans, and ransomware-oriented 

tooling.  

• Data theft was central to the operation. The host retained customer identity 

data, authentication material, utility and metering records, database extracts, and 

curated proof samples intended to demonstrate impact.  

• The actor used commodity and custom tooling together. Chisel, Ligolo, 

Mythic/Apollo-related payloads, PowerShell, Windows scheduled tasks, cloud 

storage, custom C2 agents, and purpose-built loaders were integrated into one 

workspace.  

• Phantom was the principal operational platform, while WormGPT was its 

AI-facing sub-application/persona. Phantom spanned routing, skills, 

automation, target workspaces, custom agents and C2, persistence, and payload 

delivery. OpenCode provided the console, external models supplied inference, and 

MCP services connected the AI layer to executable capabilities.  

• The exposure created a second security incident. At least two client 

addresses successfully downloaded sensitive exports or artifacts. HTTP status 200 

proves delivery, although it does not identify whether the clients were operators, 

partners, researchers, automated collectors, or unauthorized third parties.  
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1.2 Scope and methodology 

The primary sources for this paper are: 

• remote_full_export.json, containing 1,882 structured knowledge-base records 

with titles, categories, content, tags, source labels, timestamps, and relevance 

metadata. Everything related to Threat Actor activities against more than 38 

different companies;  

• the captured directory, representing 444 files and 37 directories with an estimated 

size of 846 MB at collection time;  

• the exposed directory listing;  

• httpsrv.log, recording successful HTTP requests;  

The analysis relied on static review of the recovered data. Several records contained 

sensitive information, including password hashes, credentials, access tokens, and other 

operational data. 
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2 Operational workflow 
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3 Customer and victim data exposed 

The server retained a wide range of sensitive information. This included personal data 

such as names, addresses, telephone numbers, geolocation details, and service 

identifiers. The exposed records also contained utility metering data, device information, 

password hashes, salts, TOTP-related fields, API credentials, and browser artifacts. 

In addition, the environment contained network maps, domain names, host inventories, 

internal IP addresses, and observations related to deployed security controls. 

Investigators also identified database backups, SQL extraction results, file system 

evidence, proof-of-compromise samples, operator access records, digital certificates, and 

private key material. 

 

High-value examples include um_full_raw.txt, usermgr_result.txt, persons_only.csv, 

full_names_with_meters.csv, mega_proof100.csv, mega_proof_raw.txt, and the 1,882-

record export. These files should be handled as restricted incident-response evidence. 

The exposed data points to dozens of named environments across several sectors. Some 

records claim confirmed domain compromise or administrative access, while others 

contain only OSINT or scanning results. Notifications and remediation should therefore be 

prioritized by evidence class rather than by name alone. 

 

3.1 Finnish energy sector case-study 

One of the most detailed extortion cases in the recovered data involves a Finnish energy-

sector company environment referred to as Victim#1 (Company name redacted by TRC). 

The records describe the compromise of multiple SQL servers and the theft of customer 

information, smart meter data, credentials, and cryptographic key material. The operators 

also documented ransom demands, negotiation activity, and proof-of-compromise 

samples used during the extortion process. 

 

During the investigation, TRC contacted Victim#1 to validate the findings. The 

organization stated that it was not the entity affected by the intrusion. According to the 

information provided, both the threat actor and the recovered records appear to have 

incorrectly associated Victim#1 with the compromised environment. The actual victim is 

believed to be a larger organization that uses technologies or services provided by 

Victim#1. The organization also confirmed that a law enforcement investigation is 

currently underway. 

 

Several limitations apply to the available evidence. The reported data volumes and impact 

assessments originate from operator records and were not independently verified. 

Timeline information often reflects processing or import activity rather than the date of 

compromise. While only a limited number of records explicitly reference Victim#1, related 

artifacts share uncommon database names, table structures, utility references, and SQL 

extraction outputs. 
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Despite the incorrect attribution, the technical evidence strongly supports the existence 

of a significant compromise involving a Finnish advanced metering environment. Multiple 

scripts, database extracts, and proof files reference the same datasets and contain 

customer records, metering information, credentials, and cryptographic material. The 

case demonstrates how a compromise affecting a central service provider or technology 

ecosystem can expose data from multiple organizations and increase pressure during 

extortion negotiations. 
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4 Tooling 

The most unusual component of Threat Actor tooling was the AI-assisted offensive 

environment distributed through the Phantom_partner tree, called Phantom Framework. 

Its partner README describes OpenCode, 35 Model Context Protocol services, the 

framework itself, a persistent knowledge-base service, Windows agents, and more than 

55 installed offensive tools. 

The recovered evidence shows that WormGPT was not a standalone AI model. Instead, it 

operated as part of a larger platform built on third-party AI services. The environment 

combined custom prompts, specialized tools, workflow automation, and a knowledge base 

that stored information from previous operations. The available capabilities covered 

reconnaissance, web exploitation, Active Directory and cloud operations, malware 

development, credential theft, social engineering, reporting, and ransomware-related 

activities. 

 

A key feature of the platform was persistent memory. The knowledge base stored 

successful techniques, failed attempts, target information, infrastructure decisions, and 

negotiation records. This reduced the effort required to support future operations and 

allowed operators to reuse knowledge across different targets. At the same time, it 

created a significant security risk. The stored data included credentials, victim 

information, infrastructure details, and other sensitive records, many of which remained 

available on the exposed server. 

Roles of key components: 

• Phantom was the principal operational platform, encompassing routing, skills, 

automation, target workspaces, custom agents, C2, persistence, and payload 

delivery.  

• WormGPT was the AI-facing assistant/persona used through OpenCode; its 

name was also applied inconsistently to some partner and migration 

packages.  

• OpenCode was the concrete conversational console and session host through 

which the operator interacted with the AI layer and Phantom capabilities.  

• MCP was the integration protocol through which the AI environment invoked 

specialist services and remote capabilities.  

• Mythic was a separately hosted, full-featured C2 platform chosen for an 

operation.  

• Apollo was the C# agent selected and built through Mythic.  

• Custom Phantom agents formed an additional C2 path independent of Mythic.  

• Commodity and custom tools supplied tunneling, payload delivery, credential 

collection, exfiltration, proof construction, and supporting infrastructure.  

 

The recovered data also exposed several weaknesses in the platform. Components were 

inconsistent across versions, software migrations left broken dependencies, and some 

claimed security-evasion features could not be verified. The knowledge base continued to 
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store credentials, victim information, and infrastructure details despite later controls 

intended to prevent this. Most importantly, the entire environment was exposed through 

a misconfigured HTTP service. The platform offered a wide range of capabilities, but the 

evidence suggests uneven implementation and operational security practices. 

4.1 The architectural model 

Each component played a specific role within the environment. Phantom served as the 

central operational platform and coordinated workflows, automation, and operator 

activities. OpenCode provided the user interface, while external AI providers processed 

requests. WormGPT defined the assistant's behavior and operating profile. MCP services 

provided access to specialized capabilities, and command-and-control systems carried out 

actions on compromised hosts. The knowledge base stored operational knowledge across 

sessions, while the Phantom Delivery Server distributed payloads, scripts, and decoy files. 
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4.2 Phantom Framework - the Offensive Tooling Ecosystem 

Phantom Framework served as the primary operational platform within this 

environment. The recovered data shows that it supported automation, target 

management, custom agents, command-and-control functions, persistence mechanisms, 

and payload delivery through a dedicated service named Phantom Delivery Server. 

 

 

Figure 5 Phantom Framework /dashboard API failed access attempt 

 

Recovered records describe a framework with routing, automation, skill modules, chat 

agents, and access to a large library of offensive resources. One version referenced 17 

modules, while later documentation listed 18 skill modules, more than 9,000 CVE proof-

of-concept exploits, PayloadsAllTheThings content, and over 55 offensive tools. The 

difference in module counts likely reflects platform updates or changes in component 

classification. 

 

 

Figure 6 Phantom Framework LISTENER on tcp/9443 healthcheck 

 

The evidence suggests that Phantom sat between the operator and the underlying tooling. 

It provided a structured way to select procedures, automate tasks, access specialized 

capabilities, and manage operational knowledge. The presence of exploits, payloads, or 

techniques within the framework does not indicate that the operators developed them. 

Instead, Phantom served as a centralized platform that organized and delivered both 

public and custom resources through a unified workflow. 

Tactical routing, skill selection and tools 

Phantom functioned as an integration and workflow platform. Its architecture combined 

custom routing logic, specialized skill modules, automation capabilities, target-specific 

workspaces, custom agents, vulnerability databases, payload repositories, and shared 

utilities. The platform incorporated large collections of public exploits and offensive 

techniques alongside components developed specifically for the operators. 
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Figure 7 File “partner_opencode.json” - OpenCode and OpenRouter config mentioning 

kimi-k3 model, knowledge-base and WormGPT MCPs 

 

The platform used a routing system to analyze requests and direct them to the appropriate 

capability. Recovered commands show dedicated modes for offensive operations, 

development, vulnerability scanning, SOCKS tunneling, and support functions. 

Operational profiles such as HARD, NORMAL, and SILENT controlled workflow behavior 

and stealth preferences rather than selecting different AI models. 

Per-target operational workspace 

The recovered records show that Phantom was more than a reference library or collection 

of tools. The framework-maintained campaign plans, engagement data, and target-

specific workspaces, allowing operators to store operational context and manage activities 

throughout an intrusion. 

 

The presence of campaign planning documents like MASTER_PLAN.md, and dedicated 

target directories indicates that Phantom served as a central workspace for organizing 

operations. At the same time, evidence does not suggest that Phantom directly executed 

every task. Instead, the framework coordinated access to the wider toolset. Individual 

actions could be carried out through custom Phantom agents, specialized services, 

command-and-control platforms such as Mythic, tunneling tools, or manually operated 
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utilities. This architecture allowed operators to plan, track, and manage campaigns from 

a single platform while using different tools for execution. 

4.3 WormGPT 

WormGPT functioned as the AI assistant within the Phantom platform. Operators 

accessed it through the OpenCode interface, while external AI providers supplied the 

underlying model capabilities. Custom prompts shaped the assistant's behavior, 

specialized MCP services provided access to offensive functions, and a SQLite-based 

knowledge system stored operational knowledge and target information.  

 

Figure 8 File "README_PARTNER.md" 
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Figure 9 File "partner_system_prompt.md" 

Phantom integrated these components into a single operational environment and 

coordinated their use across campaigns. The data that TRC acquired directly mentions 

Anthropic Opus 4.6 model to be the best pick for WormGPT, as it balances easy to bypass 

safeguards with expert coding skills. It seems that tool developer was working on Fable 

support but due to constantly updated safeguards, is not recommending using it for now. 

 

 
Figure 10 Real case prompt used by Threat Actor via WormGPT. 

 

  

What WormGPT is not: 

• WormGPT is not an LLM. 

• WormGPT is not a newly trained or uniquely capable AI model. 

• WormGPT is not a revolutionary cyber weapon. 
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What WormGPT is: 

• It's an assistant or rather an offensive security environment built around well-

known LLM models 

• It's a set of methods that allows bypassing safeguards and guardrails of LLMs 

• It's a customized "parsona" with an offensive knowledge base 

 

How threat actors may use it 

An offensive threat actor could use WormGPT to accelerate reconnaissance, identify and 

prioritize attack paths, prepare phishing or social-engineering content, generate or adapt 

scripts and payloads, coordinate exploitation and post-exploitation tasks, manage remote 

agents, and retain lessons from previous operations. It may also help less experienced 

operators follow complex procedures by translating high-level objectives into structured 

technical steps. 

The most important benefit to an attacker is operational efficiency. WormGPT can reduce 

context switching, preserve target knowledge, suggest next actions, and connect multiple 

security tools through one conversational interface. Human direction and judgment 

remain important, and the system's output can still be incorrect, blocked by provider 

safeguards, or limited by broken integrations. 

Recovered prompts 

Inside the available data there’s only three prompts written by operator to WormGPT. 

Two of them are very similar and request LLM to continue disrupted work based on backup 

activity journal, additional one is a user paste of Windows. 

 

 

Figure 11 Another real case prompt used by Threat Actor via WormGPT. 

  

List of prompts recovered: 

➢ Прочитай /root/chat/Phantom_PROJECT/docs/session_backups/session_2026-

07-31_2.md и продолжай работу 

English meaning: Read the named 31 July session-backup file and continue the work. 
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➢ Вот полный список служб Windows с целевой машины; ДОСТУП К ЦЕЛИ: 

доменный пользователь, хочет повысить привилегии до Domain Admin 

English meaning: Here is the full list of Windows services from the target machine; 

TARGET ACCESS: domain user, seeking to escalate privileges to Domain Admin. 

(This prompt has been modified and redacted of sensitive data) 

 

4.4 Mythic C2 and Apollo 

Mythic operated as a separate component within the broader environment. The 

recovered records show that the operator evaluated multiple command-and-control 

frameworks before selecting Mythic with the Apollo agent. The operator deployed Mythic 

on a separate VPS, generated Apollo payloads, and transferred them back to the main 

operator infrastructure for use in operations. 

 

The evidence shows a clear connection between Mythic and Phantom, but not as a native 

Phantom component. Unlike the custom services integrated into Phantom, Mythic 

functioned as an external command-and-control platform. The recovered Apollo payloads 

and related artifacts indicate that operators actively used the framework alongside other 

tools within their toolkit. 

The choice appears to have been driven by operational requirements. Phantom 

documentation outlined a command-and-control infrastructure that included a dedicated 

VPS, a redirector, a trusted domain, TLS encryption, payload obfuscation, and endpoint 

testing. To support these requirements, the operators selected Mythic as the command-

and-control platform. Phantom retained the operational workflow and planning, while 

WormGPT provided assistance within the broader environment. 

Separate deployment boundary 

Multiple records from recovered files show that the operators deployed Mythic on a 

separate Debian VPS. The environment included the Mythic management interface, the 

Apollo agent, HTTP/HTTPS command-and-control profiles, host hardening measures, and 

persistence mechanisms. 

 

The recovered data shows a clear link between Mythic and the Phantom environment. 

Operators generated an Apollo payload on the Mythic server and transferred it to the 

Phantom infrastructure for later use. This demonstrates operational integration between 

the two platforms while also highlighting their separate roles. Mythic handled payload 

generation and command-and-control functions, while Phantom managed planning, 

workflows, and operational data. 

 

The records also show that a planned endpoint security test did not take place because 

the test system was unavailable. As a result, there is no evidence that the generated 

payload successfully bypassed endpoint protection during this operation. 
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4.5 The MCP layer 

Model Context Protocol (MCP) served as the connection layer between the AI environment 

and operational tooling. Recovered records describe 33 custom MCP services, along with 

separate security and knowledge-base services, for a total of 35 service components. 

Another record references 71 capabilities, which likely reflects individual tool functions 

exposed through those services rather than the number of servers or processes. 

 

The MCP infrastructure provided access to specialized operational capabilities and allowed 

Phantom, WormGPT, and other components to interact with external tools through a 

standardized interface. This design enabled the platform to coordinate a wide range of 

functions without requiring those capabilities to be built directly into the AI assistant itself. 

 

Documented service categories covered: 

• orchestration and utilities;  

• reconnaissance, OSINT, and dark-web research;  

• web, network, wireless, cloud, container, and Active Directory operations;  

• post-exploitation and credential work;  

• reverse engineering, binary exploitation, cryptography, steganography, and 

forensics;  

• traffic analysis, filesystem access, and Burp integration;  

• malware development, exploit automation, and ransomware-oriented 

operations;  

• social engineering, AI attacks, supply-chain operations, and reporting;  

• CVE, payload, skill, and profile data;  

• a C2 bridge.  

The recovered records show that the MCP ecosystem consisted of multiple independent 

services managed through configuration files rather than a single monolithic platform. A 

local utility, check_mcp.py, validated service definitions by checking configured script 

paths and tracking separately managed services. This design reflects a modular 

architecture built around numerous standalone MCP components. 

The records also reveal several reliability issues. One migration left approximately 30 of 

35 expected services operational due to missing Python packages, absent Node.js 

dependencies, and configuration problems. Some MCP components used obfuscation 

techniques and later required fixes to function correctly. While the platform offered a 

broad range of capabilities, the evidence shows that service availability and 

implementation quality were inconsistent. 
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4.6 Knowledge base and memory 

The knowledge subsystem was one of the most important components of the platform. It 

used an MCP service backed by SQLite and full-text search to store, organize, and retrieve 

information across operations. A watchdog process continuously reviewed OpenCode 

sessions, extracted relevant findings, removed duplicates, and added new intelligence to 

the knowledge base. This allowed the environment to retain target information, 

infrastructure details, operational decisions, successful techniques, failed approaches, and 

negotiation history across multiple campaigns. 

 

The recovered data also shows that the knowledge base was designed to operate as a 

continuously updated intelligence repository rather than a simple session archive. 

Documentation references dozens of information sources, including Telegram channels, 

security blogs, GitHub repositories, research references, and conference materials. The 

intended workflow collected new information, compared it with existing records, removed 

duplicate entries, and stored only new findings. The listed sources covered both offensive 

security research and defensive detection content. 

 

4.7 Deployment and productization 

The recovered records show that WormGPT and Phantom were designed for distribution 

rather than personal use. Multiple deployment packages were identified, including a 

streamlined version containing Phantom, custom MCP services, chat agents, OpenCode 

configuration, and a populated knowledge base. 

 

A partner-facing README described a preconfigured environment with 35 MCP services, 

18 Phantom modules, and supporting tooling. Recipients only needed to provide their own 

AI model API key. 

 

The overall structure reflects a productized platform with installation packages, 

configuration templates, migration tools, health checks, and operational documentation. 

At the same time, migration records show recurring dependency and configuration issues, 

highlighting stability and maintenance challenges. 

 

4.8 Phantom Delivery Server 

The captured file listing identifies 45.227.254.45:8000 as the apparent HTTP distribution 

endpoint used by the operators. The exposed service appears to have functioned as a 

central repository for payloads, scripts, decoy files, and other operational resources. 
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Figure 12 Phantom Delivery Server - screenshot #1 
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Figure 13 Phantom Delivery Server - screenshot #2 

 A retained web application explicitly identified the service as the Phantom Delivery 

Server.  
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Figure 14 Phantom Delivery Server - /api/files output 

The interface retrieved available files through an /api/files endpoint and organized 

downloads into payloads, scripts, and decoy content. The exposed server contained 

operational executables, scripts, logs, database queries, victim data extracts, 

cryptographic material, and development artifacts, indicating its role as a central 

distribution point for resources used across operations. Major subdirectories included 

Phantom_partner, partner_deploy, payloads, socks_tunnel_deploy, wormgpt_c2_certs, 

wormgpt_c2_results, ligolo-ng-src, and opencode. 

 

4.9 Other tooling in the ecosystem 

The exposed tooling covered multiple stages of the intrusion lifecycle and provided 

capabilities for access, execution, data theft, and post-compromise operations. The 

recovered environment contained both custom-developed components and publicly 

available offensive tools, illustrating the breadth of the operator's toolkit. 
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Several tools supported tunneling and network pivoting, including Chisel, Ligolo 

components, custom SOCKS utilities, and Windows Update-themed binaries disguised as 

legitimate software. Two custom tunnel clients, WindowsUpdateSvc.exe and 

WindowsUpdateSvc_v2.exe, appear to have been used to provide covert access and 

movement between systems. 

The environment also contained payload delivery and execution tools, including encrypted 

stagers, shellcode loaders, document-themed lures, and supporting scripts. These 

components downloaded, decrypted, and launched payloads while attempting to reduce 

visibility to users and security controls. 

Additional scripts focused on data collection and exfiltration. These tools gathered browser 

credentials, session information, customer records, and infrastructure data before 

transferring selected information to cloud storage and generating proof-of-compromise 

packages for extortion operations. 

The server further contained a large collection of public offensive tools and exploit 

material, including CrystalPotato, Zerologon-related content, Kerberos tooling, SQL 

scripts, and PayloadsAllTheThings resources. Their presence demonstrates access to a 

broad offensive toolkit, although it does not by itself confirm successful exploitation of 

any specific target. 

4.10 FOFA 

FOFA (Foresee and Find it All) is an Internet-facing asset search engine that indexes 

exposed systems, services, applications, websites, and network infrastructure. Similar to 

Shodan and Censys, it collects information such as service banners, page titles, SSL 

certificates, open ports, software fingerprints, domains, and IP addresses. The platform 

is commonly used for asset discovery, vulnerability research, attack surface management, 

and technology exposure analysis. 

 

Although FOFA is widely used by security researchers and incident response teams, the 

same capabilities are valuable to threat actors. Rather than conducting large-scale 

Internet scans themselves, operators can use FOFA to identify exposed VPN gateways, 

remote management interfaces, web applications, databases, cloud services, and 

potentially vulnerable software deployments. This allows them to quickly identify potential 

targets and prioritize follow-on activity. In ransomware and intrusion operations, FOFA 

primarily serves as a reconnaissance platform. It helps operators map external 

infrastructure, identify exposed services, and select targets for further investigation. By 

reducing the effort required to locate accessible systems, FOFA accelerates the early 

stages of an attack lifecycle. 

 

During the investigation, TRC identified references to several reconnaissance tools within 

the recovered knowledge base. One of these tools was FOFA. The recovered records 

included credentials associated with two FOFA accounts used by the threat actor. One of 

FOFA accounts allowed TRC to review the operator's past search activity and gain 

additional insight into reconnaissance efforts conducted over the preceding months. The 

search history provided visibility into the technologies, services, and infrastructure that 

attracted the operator's interest during target identification and reconnaissance activities. 
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Figure 15 Latest searches performed by Threat Actor in FOFA 

 

Figure 16 Latest searches performed by Threat Actor in FOFA 
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5 Key takeaways 

1. Phantom was the main operational platform. Its demonstrated role spans 

routing, skills, automation, workspaces, custom agents and C2, persistence, and 

a branded delivery service.  

2. WormGPT was the AI-facing sub-application or persona. It shaped model 

behavior through OpenCode; use of “WormGPT” for some complete packages 

reflects inconsistent branding rather than the strongest functional hierarchy.  

3. OpenCode was the concrete operator console. Being the primary interface 

does not make it the umbrella platform.  

4. Phantom was not Mythic. Mythic was a separate C2 platform selected for a 

particular operational path.  

5. WormGPT was not a unique LLM. Its value came from external models, 

prompts, MCP services, Phantom workflows, remote agents, and persistent 

memory.  

6. Apollo connected Mythic to the wider workspace. It was generated and 

managed by Mythic, then returned to the operator host as payload and loader 

artifacts.  

7. Custom C2 and Mythic coexisted. The operator did not depend on one 

framework; lightweight Phantom agents and a mature third-party C2 served 

different needs.  

8. Functional hierarchy is not source-code containment. Sibling paths prevent 

a literal nesting claim, while direct Phantom branding across operational 

components supports its umbrella role.  

9. Colocation is not authorship. Commodity tools, public exploit collections, 

custom scripts, and C2 artifacts on the server should not all be labelled Phantom 

components.  

10. The platform was productized but brittle. Partner packaging and migration 

were mature concepts, while dependency failures, inconsistent inventories, and 

poor secret handling exposed operational weakness.  

11. The exposure was strategically damaging. It revealed not just payloads but 

the relationships between the platform, interface, AI persona, memory, C2, 

delivery, tunneling, and exfiltration layers.  
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6 Research summary 

6.1 Analytical limitations 

This dataset is unusually rich but not complete. The filenames and scripts establish 

capability and intent, not execution on a specific victim. The HTTP log establishes retrieval, 

not client identity. Victim totals and exfiltration volumes are claims until reconciled with 

source systems. Model and provider names in the WormGPT records are internal labels 

and were not independently authenticated.  

These limitations do not negate the central finding. The host exposed a coherent 

ransomware affiliate environment with operational access management, custom and 

commodity tools, C2, exfiltration, customer data, proof construction, negotiation 

planning, and AI-assisted workflow support. They do require disciplined language when 

linking specific victims or artifacts to INC itself. 

6.2 Conclusion 

The exposed server reveals the business process around modern ransomware more 

clearly than a locker sample alone could. The operator's workspace connected intrusion 

tooling with data analysis, cloud exfiltration, victim valuation, negotiation, and reusable 

institutional memory. Stolen data, partner dependencies, regulatory exposure, and 

tailored proof packages supplied additional leverage. 

Finally, no uniquely branded INC ransomware encryptor was identified in the reviewed 

collection. This aligns with a broader trend across the ransomware ecosystem, where 

threat actors increasingly prioritize data theft and extortion over file encryption. The 

recovered records place a strong emphasis on data collection, victim management, proof-

of-compromise generation, and exfiltration workflows, suggesting that data theft formed 

a central part of the operators' business model. 

Phantom and WormGPT amplified this operating model by turning a collection of tools, 

data sources, and procedures into a conversational operations environment. Phantom 

coordinated workflows and tooling, MCP services exposed specialized capabilities, the 

knowledge base preserved operational experience, and external language models 

provided planning, scripting, research, and code-generation support. 

The platform illustrates how AI is changing ransomware operations. The 

recovered evidence does not support the idea of autonomous AI conducting intrusions on 

its own. Instead, AI acted as a force multiplier for human operators. It reduced the 

effort required to research targets, develop scripts, analyze data, document findings, and 

coordinate activities across campaigns. By combining persistent knowledge, automation, 

and AI-assisted guidance, operators could work faster, maintain consistency, and reuse 

experience gained from previous intrusions. 

The same integration that improved efficiency also concentrated sensitive information in 

a single location. Credentials, victim records, infrastructure details, operational 

procedures, and historical knowledge were stored together, creating a rich intelligence 

repository. The exposure of that repository ultimately provided an unusual level of 

visibility into the group's operations, tooling, and decision-making processes.  
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7 Indicators of Compromise 

7.1 Network Indicators 

Some of them can possibly be compromised machines owned by 3rd party companies or 

victims. 

Indicator Role in evidence Confidence 
45.227.254.45:8000 Likely HTTP distribution endpoint inferred from directory 

naming and server log 

High 

45.227.254.45:9443 Backend in custom panel/C2 proxy configuration High 

api.system-
strategy.org 

Reverse-proxy hostname for custom C2 routes High 

api.iquickline.com Default callback in retained Phantom PowerShell agents High 

176.124.203.177 WormGPT-associated VPS, also used for related build/CLI 
activity 

High 

37.72.168.212 Separately deployed Mythic/Apollo C2 VPS High 

45.227.254.84 WormGPT-associated VPS Medium 

138.124.123.56 Older Phantom/WormGPT server Medium 

  

7.2 Selected Hashes 

Implans and exploits deployed via Phantom/WormGPT in Victims enviroment 

File SHA-256 Short description 

apollo_debug.exe 16e5c038880e8c6439161e4249bfbbc9 
90e2054953931c239bfb8b9c6cba2f69 

Debug console build of an 
in-memory shellcode 
loader associated with the 
Apollo payload workflow. 
Impant. 

apollo_obf.exe 9b6774cd578a936f7998261fb27d2b56 
149999aa18f00cd4b2a68e5be48bb844 

Obfuscated, no-console in-
memory loader containing 
a large encoded payload. 
Impant. 

apollo_obf_v2.exe 26849c12c258d407907b3d62de69884 
e01518fe961a5026a7502a1fb77f26071 

Distinct second build of the 
obfuscated Apollo-
associated in-memory 
payload loader. Impant. 

apollo_staged.exe f9fe7481fd4b7296321b0afc4f0217e17 

a96b59188d8680d17ec66ba8f944c68 

Small WinINet first-stage 

downloader/stager. 

WindowsUpdateSvc.exe fe9615c764e8875be47f6bd0e479b442 

0ac6e5f64f23f9d36caf8eaae39b1383 

Nuitka one-file, no-console 

build of the socks_tunnel 
client, disguised with 
Microsoft/Windows Update 
version metadata. 

WindowsUpdateSvc_v2.exe 7445de2a3e00d2c7e77bb28ed3263ba 

2d6ccbc09c6fb1276e33a2b5399c6d41f 

Revised socks_tunnel client 

build that also packages 
the debug and teams_turn 
modules. 

  



 

 

 

 

 

Error! Reference source 
not found. 

 

 29 of 29 
Initials 

Atos 

Initials 

 

 

About Atos Group  

 

 
Atos Group is a global leader in digital transformation with c. 56,000 

employees and annual revenue of c. €7.2 billion (at the go -forward 

perimeter), operating in 54 countries under two brands - Atos for services 

and Eviden for products and systems. Europe an number one in 

cybersecurity and a leader in cloud, Atos Group is committed to a secure 

and decarbonized future and provides tailored AI -powered, end -to -end 

solutions for all industries. Atos Group is listed on Euronext Paris.  

 

 
Find out more about us  

 
atos.net  

atos.net/career  

 

Atos Group is a registered trademark of Atos Group. © Atos Group. Confidential Information owned by Atos Group, 

to be used by the recipient only. This document, or any part of it, may not be reproduced, copied, circulated 

and/or distributed nor quoted with out prior written approval of Atos Group.  

 

http://atos.net/
http://atos.net/join-us

